MODUL PRAKTIKUM 05
STATIC ROUTING WINDOWS

TUJUAN

Setelah praktikum dilaksanakan, peserta praktikum diharapkan memiliki kemampuan

1. Melakukan konfigurasi Static Routing dengan text-mode pada Router Windows XP
2. Melakukan konfigurasi Static Routing dengan GUI-mode pada Router Windows Server 2008
3. Melakukan penelusuran jaringan dengan tracert

PERANGKAT

Perangkat yang digunakan untuk praktikum adalah sbb :

Windows Server 2008
Windows XP

Kabel UTP Straight atau Cross
Switch

oW =

PROSEDUR PRAKTIKUM

Berikut topologi yang akan dijadikan materi praktikum :

Windows XP Windows Server 2008
(router) (router)

192.168.1.100/24 192.168.3.100/24

192.168.2.1/24 192.168.2.2/24

Windows XP Windows XP Windows XP Windows XP
(client) (client) (client) (client)
192.168.1.1/24 192.168.1.2/24 192.168.3.1/24 192.168.3.2/24
Gw:192.168.1.100 Gw:192.168.1.100 Gw:192.168.3.100 Gw:192.168.3.100
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1. Melakukan konfigurasi Static Routing dengan text-mode pada Router Windows XP
a. Tambahkan IP Address pada interface yang sesuai

C:AWINDOWS\system 3 2\cmd. exe

C:~>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
IP Address. . . . .
Subnet Mask . . . .
Default Gateway . .

192.168.2.1
255.2556.255.8

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix
IP Address. . . . - . . . . -

Subnet Ma=sk . . . _ . . . . _ .
Default Gateway . . . . . . . .

192.168.1.1808
255.255.255.8

General | Lag On | Recoven | Dependencies

Routing and Remote Access Mame |
%Network Location Awareness
%Network Provisioning Service
%NT LM Security Support Prov Display name: Routing and Remote Access

Description: %Performance Logs and &lerts
Offers routing services to businesses in %Plug and Play | Descriptior: Offers routing services to businesses in |
local area and wide area network 8y Portable Media Serial Numbe) - atd wide area nebwork, environments.

Start the service Service name: Remaotefcoess

environments.
Print Spoal
%Pmt tpo;:tr Fath to executable:
i M DOWSheystem32hevehost exe -k netevos
Ba0os RavP

%Remote Access Aubo Conneg
%Remote Access Connection [}
s&Remote Diesktop Help Sessio]
g;ﬁRemote Packet Capture Prab
“BaRemote Procedure Call (RPCE Service status:  Stopped

#Remate Procedure Call (RPC)

%Remote Reqistry

Startup type: A anual

3 Y'ou can zpecify the start parameters that apply when you ¢
%Routing and Remate Access | from here.

Secondaryy Logon
g&Security Accounts Manager |
%Security Center

%Server
4

Start parameters:

I oK I Cancel

\ Extended A Standard
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C.

Cek routing table dengan perintah “route print” pada command-prompt

CAWINDOWS\system 3 2vcmd. exe

C:~>| route print

x1
Bx2 ...88 B@ 27 al
cheduler Miniport

Px18084 ...088 88 27

MS TCP Loopbhack interface
AMD PCNET Family PCI Ethernet Adapter — Packet S

£3 ?h
da 22 a8

acket Scheduler Miniport

Active Routes:

Metwork Destination

127.8.8.8
192.168.1.08
192.168.1.188
192.168.1.255
192.168.2.8
192.168.2.1
192.168.2.255
224.8.8.8
224.8.8.8
255,255,255 255
255.2556.255.255

Persiztent Route
Mone

RN

Hetmask
255.A4.8.8
255.255.255.8
255.255.255.255
255.255.255.255
255.255.255.8
255.255.255.255
255.255.255.255
248.8.8.8
248.8.8.8

255 .255.255.255
255.255.255.255

AMD PCHNET Family PCI Ethernet Adapter

Gateway
127.8.8.1
192.168.1.188
127.8.8.1
192.168.1.188
192.168.2.1
127.8.8.1
192.168.2.1
192.168.1.188
192.168.2.1
192.168.1.1688
192.168.2.1

Interface
127.8.8.1
192.168.1.188
127.8.8.1
192.168.1.1808
192.168.2.1
127.8.8.1
192.168.2.1
192.168.1.188
192.168.2.1
192.168.1.1688
192.168.2.1

d. Tambahkan route ke network yang belum dikenal dengan perintah

route add <dest-network> mask <dest-subnet> <gateway> [metric <cost>] [if <interface>]

C:AWINDOWS\system 3 2\cmd. exe

C:sIroute add 192.168.3.8 mask 255.255.255.8 192.168.2.2

C:xfroute print

Interface List

x1
Bx2 ...88 A@ 27 al
cheduler Miniport

& TCPF Loopback interface

yl
AMD PCHET Family PCI Ethernet Adapter — Packet 8§

Bx18084 ...A8 @8 27 d@ 9?2 @8
acket Scheduler Miniport

Active Route

Metwork Destination

. .8
192.168.1.0

122.168.1.180
192.168.1.255
192.168.2.8
192 .168.2.1
192 168 .2 255
192.168.3.8

255,255, 255255
255 255 255.255

Per*lstent Routes
Mone

G

255,255 .255 .6
255.255.255.255
255.255.255.255

255.255.255.8
255255 255 255
255 2485 255 255

255.255.255.8

255,255 255255
255.255.255.255

AMD PCHNET Family PCI Ethernet Adapter

Gateway
127.8.8.1
192. 168 1.188
27.8.8.1

192. 168 1.188
192.168.2.1
127.8.8.1

192 1h8 .2 1
192.168.2.2
17<.1bd.1.1HH
192.168.2 .1
192.168.1.188
192.168.2.1

Interface
127.8.8.1
192. 168 1.188
27.8.8.1

192. 168 1.188
192.168.2.1
127.@8.8_1

192 168 .2 1
192.168.2 .1
17<L.1bd .1 .1HH
192.168.2 .1
192.168.1.188
192.168.2.1
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€.

f.

g.

Jika terjadi kesalahan penambahan, dapat dihapus menggunakan perintah
route delete <dest-network>

CAWINDOWS\system32\cmd. exe

C:vJroute delete 172_.168.3.8

IC:s>route print

...08 B@ 27 al
cheduler Miniport

Px18084 ...088 B8 27

lacket Sch

Active Houtes:

Network Destination

127.8.8.8
192.163.1.8
1922.168.1.108Q8
192.168.1.255
192.168.2.0
192.168.2.1
192.168.2.255
224.8.8.8
224.8.8.8
255.255.255.255
255255 255255

MS TCP Loopbhack interface

£3 ?h
da 22 a8

uler Miniport

Netmask
255.8.8.8
255.255.255.8
255255255255
255.255.255.255
255.255_255.@
255.255.255.255
255 .255.255.255
240.8.8.8
240.8.8.8
255.255.255.255
255255 255 255

AMD PCNET Family PCI Ethernet Adapter — Packet S

AMD PCHNET Family PCI Ethernet Adapter

Gateway
127.8.8.1
192_168.1.1608
127.68.8.1
192.168.1.1088
192.168.2.1
127.8.8.1

192 _168.2.1
192_168.1.108
192.168.2.1
192_168.1.108
192 _168.2.1

Interface

127.8.8.1
192.168.

12

7.8.8.

192.168.1.188
192.168.2.1
127.8.8.1
192.168.2.1
192.168.1.168
192.168.2.1
192.168.1.188
192 . 168.2.1

Metric
1

Penambahan Static Routing menggunakan route add akan hilang setiap kali Windows restart.

Jika ingin tetap ada, tambahkan opsi -p
AWINDOWSsystem32\cmd. exe

C:\proute
IC-“>route
Interface

#a 27 al
cheduler Miniport

-p add 192.168.3.8 mask 255.255.255.8 192.168.2.2

85 TCP Loopbhack interface

M
AMD PCNET Family PCI Ethernet Adapter — Packet S

Bx108684 .. .88 @8 27 d@ 92 @8
lacket Scheduler Miniport

Active Route

Network Destination

127.8.8.0
192.168.1.A8
192.168.1.188
192.168.1.255
192.168.2.8
192.168.2.1
192.168.2.255
192.168.3 .8

224.8.8.0
255.255.255.255
255.255.255.255

Persistent Routes
Network Address
192.168.3.08

Jika ingin membersihkan routing table, tambahkan opsi -f

Netmask
255.8.8.8
255.255.255.8
255.255.255.255
255 _255_255_255
255.255.255.8
255 255 255 255
255255255255
255.255.255.8

248.8.8.0
255.255.255.255
255.255.255.255

Netmask
255.255.255.8

Cos>route —f

AMD PCHNET Family PCI Ethernet Adapter

Gateuway
127.8.8.1
192.168.1.1088
127.8.8.1
192_168.1.1688
1922.168.2 .1
127 . 8.8.1
192.168.2 .1
192.168.2.2
192.168.1.1608
192.168.2 .1
192.168.1.188
192.168.2 .1

Gateway Address
192.168.2.2

(Catatan : Hati-hati dalam menggunakan opsi -f)

Interface
127.8.8.1
192_.168.1.1688
127.8.8.1

192 _168.1.1088
192.168.2 .1
127 68.8.1
192.168.2.1
192.168.2 .1
192 _168.1.108
192.168.2.1
192 _168.1.188
192.168.2.1

Metric
1
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2. Melakukan konfigurasi Static Routing dengan GUI-mode pada Router Windows Server 2008
a. Tambahkan IP Address pada interface yang sesuai

Administrator: CG:\Windows \system32\cmd.exe -0l =l

C:w>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix
Link-local IPuv6 Address . . .

IPv4 Address. . . . . .
Subnet Mask . . . . . .
Default Gateway . . . .

. feBB::1c15:fh91:477a:639f:216
. 192.168.2.2
. 255.255.255.8

Ethernet adapter Local Area Connection

Connection—specific DNS Suffix
Link-local IPuv6 Address . . .
IPv4 Address. . . . - - . . .
Bubnet Mask . . . . . . . . .
Default Gateway . . . . . . .

feBB::ebd42:b414:92a1:6ch2:210
192.168.3.188
255.255.255.8

Tunnel adapter Local Area Connection®* 8:

Media State . . . . . . . . . . . & Media disconnected

b. Instalasi Routing and Remote Access melalui Server Manager

] Server Manager

e8] Command Prompt

— Administrator
> : ‘Windows Update
-l
Documents
@ Internet Explorer
Computer
’ J Notepad
: Network
Control Panel
Administrative Tools

Help and Suppart

Run...

L3 All Programs

=
©
[

AR 407 pM
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c. Tambahkan peran Server agar menjadi Routing and Remote Access

E,,_. Server Manager i ;Iglil

File Action View Help
&= |7 H
NGRS Roles |
BN 1 o) o I —_———
View the health of the roles installed on your server and add
ﬁj or remave roles and features.
[~ Roles Summary Raoles Summar
(~ Roles: 0 of 16 instsled _';:ﬁ Add Roles
i Remove Roles
| | i3
<| | _pl £0 LastRefresh: 3/1/2010 4:10:04PM  Configure refresh

|F‘.emove roles from this server, |

d. Ikuti Wizard instalasi

Add Roles Wizard

This wizard helps you install roles on this server, You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Before you continue, verify that:

Confirmation
Progress « The Administrator account has a strong password

» Network settings, such as static IP addresses, are configured
Results » The latest security updates from Windows Update are installed

1f you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next.

I Skip this page by default

< Previous Tristall Cancel
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e. Pilih peran “Network Policy and Access Services”

=

Before You Begin

Network Policy and Access Services
Role Services

Confirmation

Progress

Results

Select Server Roles

Select one or more roles to install on this server,
Roles:

E Active Directory Certificate Services

Directory Domain Services

/e Directory Federation Services

Directory Lightweight Directory Services
E Active Directory Rights Management Services
E Application Server

[ Terminal Services
|: UDCI Services
] web Server {115)

O

Windows Deployment Services

More about server roles

< Previous |I Next = I

Description:

Network Policy and Access Services
provides Network Policy Server (NPS),
Routing and Remote Access, Health
Registration Authority (HRA), and
Host Credential Authorization Protocol
{HCAP), which help safeguard the
health and security of your network.

Cancel

Network Policy and Access Services

Before You Begin

Server Roles

Metwork Policy and Access Services
Role Services

Confirmation

Progress

Results
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Introduction to Network Policy and Access Services

Metwark Policy and Access Services allows you to provide local and remote network access and to define and
enforce polices for network access authentication, authorization, and dlient health using Network Policy Server
{NPS), Routing and Remote Access Service, Health Registration Authority (HRA), and Host Credential

Authorization Protocal (HCAP).

Things to Note

‘fou can deploy NPS as a Remote Authentication Dial-In User Service (RADIUS) server and proxy and as a

Metwork Access Pratection (MAP) policy server. After installing NPS using this wizard, you can configure NPS

from the MPAS home page using the MPS console.

i MAP helps you ensure that computers connecting to the network are compliant with erganization network
and dient health policies. After installing NPS using this wizard, you can configure NAP from the NPAS home

page using the MNPS console,

Additional Information

Qverview of Network Policy and Access Services
NAP enforcement methods

Network Access Protection (MAP) in MPS
Network Policy Server

< Previous |I Mext = I

Cancel




f.  Pilih “Routing and Remote Access Services” serta konfirmasi instalasi

Select Role Services

Before You Begin Select the role services to install for Metwork Policy and Access Services:

Server Roles Role services: Description:

Network Policy and Access Services | Metwork Palicy Server Routing and Remote Access Services

— S e provides remote users access to

pi sl R A= S resources onyour private network

o b Remote Access Service over virtual private network (VPN) or

Routing dial-up connections. Servers
Progress T Health Regstation Authorty configured with the Routlng and_c|
Resilts [} Host Credential Autharization Protocol Remote Access service can provide

LAN and WAN routing services used to
connect netwark segments within a
small office or to connecttwo private
networks over the internet.

More about role services

Cancel

< Previous || Mext > I

Confirm Installation Selections

Before You Begin : . " :
To install the following roles, role services, or features, dick Install,
Server Roles

3 : @ 1informational message below
MNetwork Policy and Access Services

Role Services G_) This server might need to be restarted after the installation completes.
~ Hetwork Policy and Access Services
Progress Routing and Remote Access Services
Remote Access Service
Results :
Routing

Print, e-mail, or save this information

e |I Instal l Cancel

< Previous
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E Installation Progress

Windows automatic updating is not enabled, To install the latest updates, use Windows Update in
Control Panel to check for updates.

@Hetmrkl’nicyalﬂm&rvinﬁ nlnslzla‘limlsuuu:ukd

The following role services were installed:
Routing and Remote Access Services
Remote Access Service
Routing
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g. Pengaturan Routing and Remote Access dapat dilakukan melalui Administrative Tools -
Routing And Remote Access

?&q Server Manager

o, ==
sl Command Prompt -
— Administrator
::;f Windows Update
: Documents
@ Internet Explorer
c
Computer
i
/| Motepad
HJ Metwork.
@ Ease of Access Center
! Control Panel
Administrative Tools 3
Help and Support
Run...
3 All Programs
IE;'SEE_* [ﬂ @ | ﬂ |b|

h.

Terminal Services >

o &
=

Component Services
' Computer Management
Data Sources {ODBEC)
DHCP
DMNS
Ewent Viewer
iSCSI Initiator
Local Security Policy

Memory Diagnostics Tool

@ el 5 Ee & DB

Metwork Policy Server

Routing and Remote Access

SR Llse Routlng and Remote Acce
h Server Manage{Routing and Remote Access s

'-'-:fi Services

‘3z Share and Storage Management

8 Storage Explorer

. System Configuration

@ Task Scheduler

@ Windows Firewall with Advanced Security
@ Windows Server Backup

Setelah jendela Routing and Remote Access terbuka, klik kanan pada komputer dan pilih

“Configure and Enable Routing and Remote Access”

= Routing and Remote Access -10O] x|
File Action VWiew Help
e FEIREC(HE

Server Status

EL Routing and Remate Access

Remote

All Tasks

b ts=, on the Action menu, click
emote Access.

View

up a Routing and Remote

Delete
Refresh

troubleshooting, see Routing

Properties

Help

Configures Routing and Remote Access for the selected server
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i.  Ikuti Setup Wizard
Routing and Remote Access Server Setup Wizard

Welcome to the Routing and Remote
Access Server Setup Wizard

This wizard helps vou set up your server so that you can
connect to other networks and allow connections from
remote clients.

To continue, click MNext.

Routing and Remote Access Server Setup Wizard

Configuration
fou can enable any of the following combinations of services, or you can
customize this server.

" Hemote access {dial-up or VPN)
Allow remote clients to connect to this server through either a dial-up connection ara
gecure virtual private networkc (VPN) Intemet connection.

" Networ address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.

= Virtual private network (VPN) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

{~ Secure connection between two private networls
Connect this network to a remote network, such as a branch office.

Select any combination of the features available in Routing and Remote Access.

For mare information

I

2;

Cancel |

< Back

=
2
e
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Routing and Remote Access Server Setup Wizard

Custom Configuration

When this wizard closes, you can corfigure the selected services in the Routing
and Remote Access conzole.

Select the services that you want to enable on this server.
[T WPM access

[ Dialup access

[T Demand-dial connections { used for branch office routing )

™ NAT

For more information

< Back et = Cancel

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote
Access Server Setup Wizard

You have successfully completed the Routing and Remate
Access Server Setup wizard.

Summary of selections:
LAM routing ;I

[~

AMteryou close this wizard, corfigure the selected services
inthe Routing and Remote Access console.

To close this wizard, click Finish.

< Back I Finish I Cancel
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Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote
Access Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup wizand.

Surnmary of selections:
Routing and Remote Access = I

Start the service

The Routing and Remote Access service is ready to use.

Cancel | LI

rvices

inthe Routing and Remote Access console.

To close this wizard, click Finish.

« Back Finish I Cancel

Completing the Routing and Remote
Access Server Setup Wizard

Completing Initialization

Please wait while the Routing and Remate Access
service finishes initialization.

[~

After you close this 'rx'izarl:L\\yanigure the selected services
inthe Routing and Remote Access console.

To close this wizard, click Finish.

< Back Finish Cancel
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j-  Setelah proses setup selesai, untuk melihat Routing Table bisa dilakukan melalui “IPv4 - Static
Routes - Show IP Routing Table ...”

=Ty
Fle Acton View Help
T = — Destination Metwork mask Gateway
@ E'| o= |H 127.0.0.0 255.0.0.0 127.0.0.1
Routing and Remote Access 127.0.0.1 255.255.255.255 127.0.0.1
=2 Server Stats = 15216220 255.255.255.0 0000
- %wm LNISTFOCNRY (ocal) Destina... ~ | MNetw|192.168.2.2 255.255.255.255 0.0.0.0
o "|192.182.2.258 255 255 255,255 0.0.0.0
2 Network Interfaces 192.168.3.0 285,285 2550 0.0.0.0
{23 Remote Access Logging &F 152.158.2.100 255 255 755 255 0.000
08 P4 192.168.2.255 255.255.255.255 0.0.0.0
) General 224000 240.0.0.0 0.0.0.0
Static Routes 255255255255 255.255.255.255 0.0.0.0
Mew Static Route...
—— 1] |
Show IP Routing Table... %
View (2
Refresh
Export List...
Help
« | »lal | i

|Show IP Routing Table | |

k. Tambahkan informasi Static Routing ke network yang belum dikenali secara langsung (directly

connected)
=, Routing and Remote Access i [m]
File  Action View Help
&= M5 ci= | H
E Routing and Remote Access Static Routes
Server Stats Desti INetwork mask Gate Interfa
-
B i WIN-LNISTFOCNRY (ocal) -ﬁs Lz EE SIEWSY LElEEs _
B Network Interfaces 192.168,1.0  255,255,255.0 192.168.2.1 Local Area Connection 2
a Remote Access Logging &F
El = IPvd
erers
| 1§ Static Routes
I New Static Route...
Show IP Routing Table. ..
View 3
Refresh
Export List...
Help
( [l | il

|Create Mew Static Route |
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L.

Interface: ILcu:aI Area Connection 2 j
Diestination: |152.1ss. 1.0

MNetwork mask: |255.255.255. 0

Gateway: |152.1ss. 2 .1

Metric: 1 _I

¥ | Uze thiz raute ta initiate demandtdial connections

For more infomation

Cancel |

Cek ulang hasil penambahan Static Routing melalui Show IP Routing Table

= Routing and Remote Access § 10 =]

File  Action View Help

& 7mlc=HFE

E Routing and Remote Access Static Routes

Server Status = Cate Tnterta
-
B i WIN-LMISTFOCHRY (ocal) Bl AR

E Network Interfaces
a Remote Access Logging & T

192,168,1.0 255.255.255.0 192,168.2.1 Local Area Connection 2 I

B
! I Destination I Metwork mask I Gateway I Interface |
(== Mew Static Route... 127.0.0.0 255.000 127.0.01 Loopback
127001 Rh2nnann20h 127001 Looohack
Show IP Routing Table... 152.168.1.0 255.255.255.0 152.168.2.1 Local Area Connection 2 I
192 Tha 20 292.230. 200 [HEHLERY Local Area Lonnection £
View P 1119216822 255.255.255.255 0.0.0.0 Local Area Connection 2
192.168.2255 255255255255 0.0.00 Local Area Connection 2
Refresh 152.168.3.0 255.255.255.0 0.0.0.0 Local Area Connection
Export List... 192.168.3.100 255255255255 0.0.00 Local Area Connection
152.168.3.255 255255255255 0.0.0.0 Local Area Connection
Help 224000 240000 0.0.0.0 Local Area Connection
255255 255.2505 255255255255 0.0.0.0 Local Area Connection

4 | i
« | e | |

|5how IP Routing Table |
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3. Melakukan penelusuran jaringan dengan tracert
a. Proses penelusuran jaringan dapat dilakukan dengan perintah tracert (boleh ditambahkan

dengan opsi -d : Do not resolve addresses to hostnames)

BN Ch\Windows'\system32\cmd

C:wItracert —d 192.168.3.1
Tracing route to 192.168.3.1 over a maximum of 30 hops
2 ms 192.168.1.188

I ms 192.168.2.2
5 me 192.168.3.1

Trace complete.

Cw>
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